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RE: (Hunton # 037077.0000036) Investigation into cyber incident 
 

FOR PROFESSIONAL SERVICES RENDERED THROUGH APRIL 30, 2021: 
 
DATE TIMEKEEPER DESCRIPTION HOURS 

04/28/2021 P M TIAO Analyze updates from Experian 0.25 
  TOTAL HOURS 0.25  
 
TIMEKEEPER SUMMARY: 
 
TIMEKEEPER STATUS HOURS RATE VALUE 
P M TIAO Partner 0.25 750.00 187.50 
 TOTAL FEES ($)   187.50 
 
 
MATTER SUMMARY: 
 

Current Fees: $ 187.50 
Current Charges: 0.00 

 
CURRENT MATTER AMOUNT DUE: $ 187.50 
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RE: (Hunton # 037077.0000036) Investigation into cyber incident 
 

FOR PROFESSIONAL SERVICES RENDERED THROUGH DECEMBER 31, 2020: 
 
DATE TIMEKEEPER DESCRIPTION HOURS 

12/02/2020 H A BRADY Work on cybersecurity incident, including document 
review and escalation responses, FAQs and AG 
notification update 

2.75 

12/03/2020 L M BERKEBILE Update regulator notification forms  
. 

3.00 

12/03/2020 H A BRADY Work on cybersecurity incident, including updates 
relating to AG notifications 

1.25 

12/07/2020 P M TIAO Emails regarding FOIA response 1.25 

12/08/2020 H A BRADY Work on cybersecurity incident, including document 
review and preparation in connection with FOIA 
response 

1.25 

12/14/2020 P M TIAO Review and respond to emails regarding individual 
notifications, inquiries from affected persons, 
Experian 

1.00 

12/18/2020 P M TIAO Review and respond to emails regarding individual 
notifications, inquiries from affected persons, FCPS 
HR staff, Hunton team 

1.00 

12/23/2020 P M TIAO Review and respond to emails regarding address 
issues with individual notifications, FCPS HR staff, 
Woods Rogers 

1.25 

12/30/2020 P M TIAO Review and respond to emails regarding inquiries 
from affected persons, FCPS HR staff, Woods 
Rogers, Experian, Hunton team 

1.00 

  TOTAL HOURS 13.75  
 
TIMEKEEPER SUMMARY: 
 
TIMEKEEPER STATUS HOURS RATE VALUE 
P M TIAO Partner 5.50 695.00 3,822.50 
L M BERKEBILE Associate 3.00 395.00 1,185.00 
H A BRADY Associate 5.25 395.00 2,073.75 
 TOTAL FEES ($)   7,081.25 
 
 
MATTER SUMMARY: 
 

Current Fees: $ 7,081.25 
Current Charges: 0.00 

 
CURRENT MATTER AMOUNT DUE: $ 7,081.25 
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DATE TIMEKEEPER DESCRIPTION HOURS 

02/28/2021 L M BERKEBILE Review updated regulator notifications and email 
correspondence regarding same; file updated 
regulator notification forms with state regulators; 
prepare response to follow-up question from Indiana 
Attorney General. 

4.25 

  TOTAL HOURS 57.25  
 
TIMEKEEPER SUMMARY: 
 
TIMEKEEPER STATUS HOURS RATE VALUE 
P M TIAO Partner 26.75 695.00 18,591.25 
L M BERKEBILE Associate 17.25 395.00 6,813.75 
H A BRADY Associate 3.25 395.00 1,283.75 
J W SOLOWEY Associate 4.50 395.00 1,777.50 
E M HUTCHINS Subcontractor 5.50 395.00 2,172.50 
 TOTAL FEES ($)   30,638.75 
 
 
MATTER SUMMARY: 
 

Current Fees: $ 30,638.75 
Current Charges: 0.00 

 
CURRENT MATTER AMOUNT DUE: $ 30,638.75 
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TIMEKEEPER SUMMARY: 
 
TIMEKEEPER STATUS HOURS RATE VALUE 
P M TIAO Partner 6.50 695.00 4,517.50 
L M BERKEBILE Associate 3.75 395.00 1,481.25 
H A BRADY Associate 1.75 395.00 691.25 
M E OLNEY Associate 0.75 395.00 296.25 
J W SOLOWEY Associate 6.00 395.00 2,370.00 
 TOTAL FEES ($)   9,356.25 
 
 
MATTER SUMMARY: 
 

Current Fees: $ 9,356.25 
Current Charges: 0.00 

 
CURRENT MATTER AMOUNT DUE: $ 9,356.25 
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RE: (Hunton # 037077.0000036) Investigation into cyber incident 
 

FOR PROFESSIONAL SERVICES RENDERED THROUGH JUNE 30, 2021: 
 
DATE TIMEKEEPER DESCRIPTION HOURS 

06/03/2021 P M TIAO Emails regarding Indiana AG inquiry 0.25 

06/07/2021 E M HUTCHINS Began drafting response to Indiana Attorney General 
request for information on ransomware attack. 

0.50 

06/07/2021 P M TIAO Analyze questions from Indiana AG and likely 
questions from FL AG; emails with Mr. Sethi and Mr. 
Foster regarding responses to questions 5-7; 
analyze information responsive to questions 1-4 

2.00 

06/08/2021 E M HUTCHINS Continued drafting response to Indiana Attorney 
General request for information on ransomware 
attack. 

1.75 

06/09/2021 P M TIAO Prepare for and lead call with Florida AG 1.50 

06/10/2021 E M HUTCHINS Continued drafting response to Indiana Attorney 
General request for information on ransomware 
attack. 

0.50 

06/11/2021 E M HUTCHINS Continued drafting response to Indiana Attorney 
General request for information on ransomware 
attack. 

2.00 

06/12/2021 P M TIAO Emails with client regarding response to Indiana AG 
letter 

0.25 

06/14/2021 E M HUTCHINS Revised response to Indiana Attorney General 
request for information on ransomware attack based 
on further information from client. 

1.25 

06/16/2021 P M TIAO Emails regarding ransomware response inquiry to 
board member 

0.25 

06/17/2021 E M HUTCHINS Drafted response to Florida Attorney General request 
for information on ransomware attack, and revised 
response to Indiana Attorney General request for 
information. 

2.50 

06/17/2021 P M TIAO Revise response to Florida AG 3.00 

06/18/2021 P M TIAO Finalize draft email to FL AG and send to Mr. Foster 
for review; emails with Mr. Foster regarding response 
to FL AG; email to FL AG regarding response to 
inquiries 

1.00 

06/21/2021 E M HUTCHINS Revised response to Indiana Attorney General 
request for information on ransomware attack based 
on further information from client. 

0.50 

06/22/2021 P M TIAO Revise and finalize response to Indiana AG 5.50 

06/23/2021 E M HUTCHINS Finalized response to Indiana Attorney General 
request for information on ransomware attack. 

0.50 
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DATE TIMEKEEPER DESCRIPTION HOURS 

06/23/2021 P M TIAO Emails and texts with Mr. Foster regarding response 
to Indiana AG 

0.25 

06/30/2021 P M TIAO Call with Mr. Rao, Mr. Foster and Mr. Sethi regarding 
ransomware attack; follow-up emails regarding the 
same; call and emails with Crypsis regarding 
ransomware investigation 

1.75 

  TOTAL HOURS 25.25  
 
TIMEKEEPER SUMMARY: 
 
TIMEKEEPER STATUS HOURS RATE VALUE 
P M TIAO Partner 15.75 750.00 11,812.50 
E M HUTCHINS Subcontractor 9.50 495.00 4,702.50 
 TOTAL FEES ($)   16,515.00 
 
 
MATTER SUMMARY: 
 

Current Fees: $ 16,515.00 
Current Charges: 0.00 

 
CURRENT MATTER AMOUNT DUE: $ 16,515.00 
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RE: (Hunton # 037077.0000036) Investigation into cyber incident 
 

FOR PROFESSIONAL SERVICES RENDERED THROUGH MARCH 31, 2021: 
 
DATE TIMEKEEPER DESCRIPTION HOURS 

03/01/2021 L M BERKEBILE Prepare updated credit reporting agency notification 
letters. 

0.25 

03/01/2021 P M TIAO Finalize AG notifications and review credit bureau 
updates 

0.50 

03/02/2021 E M HUTCHINS Drafted letters updating credit bureaus on status of 
cyber incident investigation and notifications. 

1.50 

03/02/2021 P M TIAO Revise credit bureau reports and emails with Hunton 
team regarding the same 

1.50 

03/03/2021 E M HUTCHINS Revised letters updating credit bureaus on status of 
cyber incident investigation and notifications. 

0.75 

03/03/2021 P M TIAO Finalize credit bureau reports for Mr. Foster to send 
out; emails regarding the same 

0.50 

03/05/2021 L M BERKEBILE Review and respond to breach notification follow-up 
question from Massachusetts Office of Consumer 
Affairs & Business Regulation. 

0.25 

03/05/2021 P M TIAO Emails with Mr. Foster regarding MA AG question 0.25 

03/10/2021 P M TIAO Call with Mr. Foster and Mr. Seithi regarding 
cybersecurity incidents 

0.75 

03/11/2021 L M BERKEBILE Review and prepare response to follow-up question 
from Indiana Attorney General. 

0.50 

03/11/2021 P M TIAO Respond to email from Indiana AG 0.50 

03/23/2021 P M TIAO Emails regarding inquiries with call center about 
ransomware attack 

0.25 

  TOTAL HOURS 7.50  
 
TIMEKEEPER SUMMARY: 
 
TIMEKEEPER STATUS HOURS RATE VALUE 
P M TIAO Partner 4.25 695.00 2,953.75 
L M BERKEBILE Associate 1.00 395.00 395.00 
E M HUTCHINS Subcontractor 2.25 395.00 888.75 
 TOTAL FEES ($)   4,237.50 
 
 
MATTER SUMMARY: 
 

Current Fees: $ 4,237.50 
Current Charges: 0.00 

 
CURRENT MATTER AMOUNT DUE: $ 4,237.50 
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RE: (Hunton # 037077.0000036) Investigation into cyber incident 
 

FOR PROFESSIONAL SERVICES RENDERED THROUGH MAY 31, 2021: 
 
DATE TIMEKEEPER DESCRIPTION HOURS 

05/14/2021 P M TIAO Email to Mr. Foster regarding FOIA question 0.75 
  TOTAL HOURS 0.75  
 
TIMEKEEPER SUMMARY: 
 
TIMEKEEPER STATUS HOURS RATE VALUE 
P M TIAO Partner 0.75 750.00 562.50 
 TOTAL FEES ($)   562.50 
 
 
MATTER SUMMARY: 
 

Current Fees: $ 562.50 
Current Charges: 0.00 

 
CURRENT MATTER AMOUNT DUE: $ 562.50 
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TIMEKEEPER SUMMARY: 
 
TIMEKEEPER STATUS HOURS RATE VALUE 
P M TIAO Partner 47.25 695.00 32,838.75 
L M BERKEBILE Associate 20.50 395.00 8,097.50 
H A BRADY Associate 88.25 395.00 34,858.75 
K E GAUNT Associate 3.25 395.00 1,283.75 
M E OLNEY Associate 0.30 395.00 118.50 
J W SOLOWEY Associate 31.60 395.00 12,482.00 
 TOTAL FEES ($)   89,679.25 
 
 
MATTER SUMMARY: 
 

Current Fees: $ 89,679.25 
Current Charges: 0.00 

 
CURRENT MATTER AMOUNT DUE: $ 89,679.25 

 





















HUNTON ANDREWS KURTH LLP INVOICE: 102187435 
CLIENT NAME: 
FILE NUMBER: 

Fairfax County School Board 
037077.MULTI 

DATE: 
PAGE: 

11/30/2020 
21 

 

 
 

DATE TIMEKEEPER DESCRIPTION HOURS 

10/28/2020 P M TIAO Emails regarding data analysis, content for 
notification letters, address append; analyze new 
spreadsheets; emails with Experian and FCPS 
regarding FAQs for students who are now adults; 
revise notification letters 

3.10 

10/29/2020 H A BRADY Work on cybersecurity incident, including notification 
analysis 

0.60 

10/30/2020 H A BRADY Work on cybersecurity incident, including notification 
analysis and mailer preparations 

5.40 

10/30/2020 P M TIAO Analyze data from Experian and Beth Waller; calls 
with Experian and Beth Waller regarding data; call 
with Beth Waller and Ms. Kennedy regarding FCPS 
data analysis; call with Hunton team regarding 
revising letters; edit notification letters; revise plan for 
preparing notification letters 

8.40 

10/31/2020 H A BRADY Work on cybersecurity incident, including notification 
analysis and mailer preparations 

7.20 

  TOTAL HOURS 496.55  
 
TIMEKEEPER SUMMARY: 
 
TIMEKEEPER STATUS HOURS RATE VALUE 
N K GILMAN Partner 4.90 695.00 3,405.50 
L C MARSHALL Partner 0.20 695.00 139.00 
S REWARI Partner 0.30 625.00 187.50 
P M TIAO Partner 157.80 695.00 109,671.00 
T S COX Counsel 4.70 495.00 2,326.50 
R P LOGAN Counsel 2.50 495.00 1,237.50 
A H SOLOMON Counsel 1.75 395.00 691.25 
L M BERKEBILE Associate 66.50 395.00 26,267.50 
H A BRADY Associate 180.80 395.00 71,416.00 
A B FRANCIS Associate 34.30 395.00 13,548.50 
K E GAUNT Associate 1.50 395.00 592.50 
J W SOLOWEY Associate 14.80 395.00 5,846.00 
S E HAYNIE Project Attorney 26.50 395.00 10,467.50 
 TOTAL FEES ($)   245,796.25 
 
 

FOR COSTS ADVANCED AND EXPENSES INCURRED: 
 
  CODE DESCRIPTION AMOUNT 

  E118 Litigation Support Vendors 750.00  
  TOTAL CURRENT EXPENSES ($) 750.00  
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MATTER SUMMARY: 
 

Current Fees: $ 245,796.25 
Current Charges: 750.00 

 
CURRENT MATTER AMOUNT DUE: $ 246,546.25 

 




