


information of hers was hacked.  I don’t know if she received a letter or just heard about data
breach generally.   Not sure how we are handling these types of questions more generally, but
let me know how to handle this one?  I guess I could ask the HR person who is handling the
credit monitoring calls to return call and get info?
 
Thanks,
Ellen
 
 
Ellen D. Kennedy
Assistant Division Counsel
Fairfax County Public Schools
8115 Gatehouse Road
Falls Church, VA 22042
Telephone: 571-423-1239
Fax: 571-423-1257
edkennedy@fcps.edu
 
IMPORTANT CAUTION: This email contains confidential attorney-client privileged communications. It is exempt from
disclosure under the Virginia Freedom of Information Act (Va. Code § 2.2-3705.1(2) (2005)) and may not be forwarded or
disclosed to anyone outside FCPS without the prior approval of Division Counsel. In addition, do not forward or disclose to
anyone within FCPS, except employees who need this information to carry out official FCPS business.  If you must disclose
internally, please caution the receiving employee about the importance of confidentiality.
Failure to follow these rules may waive the attorney-client privilege and jeopardize FCPS’s legal position in pending disputes. If
you need assistance responding to the public on the topic of this email, please call Division Counsel, who can help you provide
information without jeopardizing the attorney-client privilege.

 























From: Pearson, Jay W.
To: Foster, John
Cc: Ivey, Frances W
Subject: RE: Malware - MY INFORMATION
Date: Wednesday, November 18, 2020 10:59:19 AM

Thanks, John.   An answer will help.
 

From: Foster, John <jefoster@fcps.edu> 
Sent: Wednesday, November 18, 2020 10:24 AM
To: Pearson, Jay W. <jwpearson@fcps.edu>
Cc: Ivey, Frances W <FWIvey@fcps.edu>
Subject: RE: Malware - MY INFORMATION
 
Jay:
 
I’m meeting with the legal team and HR later today on how to handle these types of requests and
will get back to you after that.
 
John
 
John E. Foster
Division Counsel
Office of Division Counsel
Fairfax County Public Schools
8115 Gatehouse Road
Falls Church, Virginia  22042
571-423-1250
John.Foster@fcps.edu
 
IMPORTANT CAUTION: This email contains confidential attorney-client privileged communications. It is
exempt from disclosure under the Virginia Freedom of Information Act (Va. Code § 2.2-3705.1(2) (2005))
and may not be forwarded or disclosed to anyone outside FCPS without the prior approval of Division
Counsel. In addition, do not forward or disclose to anyone within FCPS, except employees who need this
information to carry out official FCPS business.  If you must disclose internally, please caution the
receiving employee about the importance of confidentiality.
Failure to follow these rules may waive the attorney-client privilege and jeopardize FCPS’s legal position
in pending disputes. If you need assistance responding to the public on the topic of this email, please call
Division Counsel, who can help you provide information without jeopardizing the attorney-client privilege.
 
 
 
 

From: Pearson, Jay W. <jwpearson@fcps.edu> 
Sent: Wednesday, November 18, 2020 10:21 AM
To: Foster, John <jefoster@fcps.edu>
Cc: Ivey, Frances W <FWIvey@fcps.edu>
Subject: FW: Malware - MY INFORMATION





From: Ivey, Frances W
To: Long, Diane
Subject: Fwd: Malware - MY INFORMATION
Date: Wednesday, November 18, 2020 10:47:28 AM

Sent from my iPhone

Begin forwarded message:

From: "Foster, John" <jefoster@fcps.edu>
Date: November 18, 2020 at 10:24:03 AM EST
To: "Pearson, Jay W." <jwpearson@fcps.edu>
Cc: "Ivey, Frances W" <FWIvey@fcps.edu>
Subject: RE: Malware - MY INFORMATION

Jay:
 
I’m meeting with the legal team and HR later today on how to handle these types of
requests and will get back to you after that.
 
John
 
John E. Foster
Division Counsel
Office of Division Counsel
Fairfax County Public Schools
8115 Gatehouse Road
Falls Church, Virginia  22042
571-423-1250
John.Foster@fcps.edu
 
IMPORTANT CAUTION: This email contains confidential attorney-client privileged
communications. It is exempt from disclosure under the Virginia Freedom of Information Act
(Va. Code § 2.2-3705.1(2) (2005)) and may not be forwarded or disclosed to anyone
outside FCPS without the prior approval of Division Counsel. In addition, do not forward or
disclose to anyone within FCPS, except employees who need this information to carry out
official FCPS business.  If you must disclose internally, please caution the receiving
employee about the importance of confidentiality.
Failure to follow these rules may waive the attorney-client privilege and jeopardize FCPS’s
legal position in pending disputes. If you need assistance responding to the public on the
topic of this email, please call Division Counsel, who can help you provide information
without jeopardizing the attorney-client privilege.
 
 
 



From: Reaves, Brandynn
To: Haynie, Suzanne
Cc: Navas, Jessica S.
Subject: Re: Malware - MY INFORMATION
Date: Monday, November 30, 2020 2:11:12 PM

Hi,

Today is my last day with fcps. I sent the extension letter so that no one has to rush to get a response out.

I’ve cced Jess on here who will be helping respond to FOIAs.

Stay cool and healthy!

Brandy

Sent from my iPhone

> On Nov 30, 2020, at 1:37 PM, Haynie, Suzanne <shaynie@hunton.com> wrote:
>
> Brandy:
> I submitted a proposed draft of this response to Paul Tiao earlier today and am waiting to learn whether he wishes
to make any changes.  We are proposing to provide Ms. Oettinger with a listing of the categories of information
included in her records, rather than the excerpted or redacted documents themselves.
>
> I know that this response needs to go out today.  What is your schedule this afternoon?
>
> Suzanne
>
> On Nov 24, 2020, at 9:04 AM, Reaves, Brandynn <bareaves@fcps.edu> wrote:
>
> 
> Here’s my number.  703-474-3601.  I’m here most of the day.
>
> Thanks!
>
> From: Haynie, Suzanne <shaynie@hunton.com>
> Sent: Tuesday, November 24, 2020 9:02 AM
> To: Reaves, Brandynn <bareaves@fcps.edu>
> Cc: Foster, John <jefoster@fcps.edu>; Sethi, Gautam <gsethi@fcps.edu>; Navas, Jessica S.
<JSNavas@fcps.edu>; ptiao@hunton.com; Brady, Holly A. <HBrady@hunton.com>
> Subject: RE: Malware - MY INFORMATION
>
> Brandy:
> Paul Tiao’s group has identified five records that are responsive to Ms. Oettinger’s request.  All relate to Ms.
Oettinger, a former FCPS employee, and not to the family members referenced in her request.  In general terms, the
records consist of the following:
>
>
>  *   Two single-page reports from 2013 indicating that Ms. Oettinger’s fingerprints were rejected and need to be
re-run; and
>  *   Three lengthy Excel spreadsheets from 2013 listing hundreds of then-current and former employees (Ms.
Oettinger, among them) with varying combinations of personal information, including SSNs, home addresses,
employee IDs, positions, salaries, and the like.
>



> Given the significant time and effort that would be required in order to redact the spreadsheets referenced above, I
would like to discuss with you the possibility of reaching out to Ms. Oettinger to ask if she would be willing to
accept an excerpt or screenshot from each spreadsheet showing all information that relates to her.
>
> May I give you a call this morning to discuss this matter?  What is the best number for you today?  If you would
like to call me, feel free to call my cell when convenient.
>
> Thank you,
> Suzanne
>
>
>
>
>
> [Hunton Andrews Kurth]
>
> Suzanne Haynie
> Senior Attorney
> shaynie@HuntonAK.com<mailto:shaynie@HuntonAK.com>
> p
>
> 202.955.1882
>
> m
>
> 757.619.2910
>
> bio<http://webdownload hunton.com/esignature/bio.aspx?U=07746>  | 
vCard<http://webdownload.hunton.com/esignature/vcard.aspx?U=07746>
>
> Hunton Andrews Kurth LLP
> 2200 Pennsylvania Avenue, NW
> Washington, DC 20037
> HuntonAK.com<http://www.HuntonAK.com?
utm_source=esighunton&utm_medium=email&utm_campaign=esigtracking>
>
>
>
>
>
>
>
> This communication is confidential. If you are not an intended recipient, please advise by return email
immediately and then delete this message, including all copies and backups.
>
>
>
>
> From: Reaves, Brandynn <bareaves@fcps.edu<mailto:bareaves@fcps.edu>>
> Sent: Wednesday, November 18, 2020 11:59 AM
> To: Tiao, Paul M. <ptiao@hunton.com<mailto:ptiao@hunton.com>>
> Cc: Haynie, Suzanne <shaynie@hunton.com<mailto:shaynie@hunton.com>>; Foster, John
<jefoster@fcps.edu<mailto:jefoster@fcps.edu>>; Sethi, Gautam <gsethi@fcps.edu<mailto:gsethi@fcps.edu>>;
Navas, Jessica S. <JSNavas@fcps.edu<mailto:JSNavas@fcps.edu>>
> Subject: Re: Malware - MY INFORMATION
>
> Thank you!!





From: Navas, Jessica S.
To: Haynie, Suzanne
Subject: RE: Malware - MY INFORMATION
Date: Monday, December 7, 2020 12:07:00 PM

Jess or Jessica is fine and thanks for the update!

-----Original Message-----
From: Haynie, Suzanne <shaynie@hunton.com>
Sent: Monday, December 7, 2020 12:00 PM
To: Navas, Jessica S. <JSNavas@fcps.edu>
Subject: RE: Malware - MY INFORMATION

Hey!  Do you go by Jessica?  I am sending a quick message to let you know that I will forward the response in
approximately 30 minutes--I am on another call at present.

Suzanne

-----Original Message-----
From: Navas, Jessica S. <JSNavas@fcps.edu>
Sent: Monday, December 7, 2020 10:11 AM
To: Haynie, Suzanne <shaynie@hunton.com>
Subject: RE: Malware - MY INFORMATION

Great!

-----Original Message-----
From: Haynie, Suzanne <shaynie@hunton.com>
Sent: Monday, December 7, 2020 10:05 AM
To: Navas, Jessica S. <JSNavas@fcps.edu>
Subject: RE: Malware - MY INFORMATION

Thank you!!!!  Yes--I have given a deadline of noon today for internal comments, so I plan to send to you
immediately thereafter.

-----Original Message-----
From: Navas, Jessica S. <JSNavas@fcps.edu>
Sent: Monday, December 7, 2020 10:03 AM
To: Haynie, Suzanne <shaynie@hunton.com>
Subject: RE: Malware - MY INFORMATION

Hi Suzanne,

Happy Monday!

Just following up as the final response is due today before 4:30 p m. to the requestor.

Thank you,

Jessica S. Navas
Management Technician
Fairfax County Public Schools
Office of Communications and Community Relations



-----Original Message-----
From: Haynie, Suzanne <shaynie@hunton.com>
Sent: Friday, December 4, 2020 10:33 AM
To: Navas, Jessica S. <JSNavas@fcps.edu>
Subject: RE: Malware - MY INFORMATION

Thank you, Jessica.  I have prepared a draft response and am waiting for others to sign off.  This gives me the
perfect excuse to remind them again.  I'll do that now and be back in touch.  If you want to reach me for any reason,
emails are fine but please feel free to call.  I'm working from home, so my mobile number is best:  757-619-2910.

Take care,
Suzanne

-----Original Message-----
From: Navas, Jessica S. <JSNavas@fcps.edu>
Sent: Friday, December 4, 2020 10:30 AM
To: Haynie, Suzanne <shaynie@hunton.com>
Subject: RE: Malware - MY INFORMATION

Good Morning,

I am following up with this request, the final response is due on Monday.

Thank you,

Jessica S. Navas
Management Technician
Fairfax County Public Schools
Office of Communications and Community Relations

-----Original Message-----
From: Reaves, Brandynn <bareaves@fcps.edu>
Sent: Monday, November 30, 2020 2:11 PM
To: Haynie, Suzanne <shaynie@hunton.com>
Cc: Navas, Jessica S. <JSNavas@fcps.edu>
Subject: Re: Malware - MY INFORMATION

Hi,

Today is my last day with fcps. I sent the extension letter so that no one has to rush to get a response out.

I’ve cced Jess on here who will be helping respond to FOIAs.

Stay cool and healthy!

Brandy

Sent from my iPhone

> On Nov 30, 2020, at 1:37 PM, Haynie, Suzanne <shaynie@hunton.com> wrote:
>
> Brandy:
> I submitted a proposed draft of this response to Paul Tiao earlier today and am waiting to learn whether he wishes
to make any changes.  We are proposing to provide Ms. Oettinger with a listing of the categories of information



included in her records, rather than the excerpted or redacted documents themselves.
>
> I know that this response needs to go out today.  What is your schedule this afternoon?
>
> Suzanne
>
> On Nov 24, 2020, at 9:04 AM, Reaves, Brandynn <bareaves@fcps.edu> wrote:
>
> 
> Here’s my number.  703-474-3601.  I’m here most of the day.
>
> Thanks!
>
> From: Haynie, Suzanne <shaynie@hunton.com>
> Sent: Tuesday, November 24, 2020 9:02 AM
> To: Reaves, Brandynn <bareaves@fcps.edu>
> Cc: Foster, John <jefoster@fcps.edu>; Sethi, Gautam <gsethi@fcps.edu>; Navas, Jessica S.
<JSNavas@fcps.edu>; ptiao@hunton.com; Brady, Holly A. <HBrady@hunton.com>
> Subject: RE: Malware - MY INFORMATION
>
> Brandy:
> Paul Tiao’s group has identified five records that are responsive to Ms. Oettinger’s request.  All relate to Ms.
Oettinger, a former FCPS employee, and not to the family members referenced in her request.  In general terms, the
records consist of the following:
>
>
>  *   Two single-page reports from 2013 indicating that Ms. Oettinger’s fingerprints were rejected and need to be
re-run; and
>  *   Three lengthy Excel spreadsheets from 2013 listing hundreds of then-current and former employees (Ms.
Oettinger, among them) with varying combinations of personal information, including SSNs, home addresses,
employee IDs, positions, salaries, and the like.
>
> Given the significant time and effort that would be required in order to redact the spreadsheets referenced above, I
would like to discuss with you the possibility of reaching out to Ms. Oettinger to ask if she would be willing to
accept an excerpt or screenshot from each spreadsheet showing all information that relates to her.
>
> May I give you a call this morning to discuss this matter?  What is the best number for you today?  If you would
like to call me, feel free to call my cell when convenient.
>
> Thank you,
> Suzanne
>
>
>
>
>
> [Hunton Andrews Kurth]
>
> Suzanne Haynie
> Senior Attorney
> shaynie@HuntonAK.com<mailto:shaynie@HuntonAK.com>
> p
>
> 202.955.1882
>
> m
>





From: Navas, Jessica S.
To: Falconi, Robert M
Subject: FW: FOIA Response: Oettinger (Malware)
Date: Tuesday, December 8, 2020 3:49:00 PM

Just making sure this response is okayed by you before I send it.
 
Thanks,
 
Jess
 
From: Haynie, Suzanne <shaynie@hunton.com> 
Sent: Tuesday, December 8, 2020 2:15 PM
To: Navas, Jessica S. <JSNavas@fcps.edu>
Cc: ptiao@hunton.com; Foster, John <jefoster@fcps.edu>; Sethi, Gautam <gsethi@fcps.edu>;
Falconi, Robert M <rmfalconi@fcps.edu>
Subject: FW: FOIA Response: Oettinger (Malware)
 
Jess:
I have a meeting at 3 with one of the attorneys who has assisted with the ransomware investigation
to review the records containing Ms. Oettinger’s name.  In the meantime, I thought we could send
the following response to her:
 

Dear Ms. Oettinger:
We interpreted your prior request to mean that you were seeking to learn the types or
categories of information relating to you that were compromised in the recent ransomware
attack on FCPS’s technology systems.  In view of your follow-up message requesting
documentation, we will proceed to extract and provide you with copies of the information
that pertains to you.  I anticipate being in a position to do so by the end of the day on
Thursday, 12/10/2020.
 
Thank you,

 
Please call me on my cell if you wish to discuss this matter.
Suzanne
 

From: Navas, Jessica S. <JSNavas@fcps.edu> 
Sent: Tuesday, December 8, 2020 8:27 AM
To: Falconi, Robert M <rmfalconi@fcps.edu>; Foster, John <jefoster@fcps.edu>; Haynie, Suzanne
<shaynie@hunton.com>
Subject: FW: FOIA Response: Oettinger (Malware)
 
Good Morning,
 
Below is a response from Mrs. Oettinger.





From: Haynie, Suzanne
To: Navas, Jessica S.
Subject: RE: FOIA Response: Oettinger (Malware)
Date: Tuesday, December 8, 2020 3:50:21 PM

My call was postponed until 4—I’ll be back in touch on this.  
 

From: Navas, Jessica S. <JSNavas@fcps.edu> 
Sent: Tuesday, December 8, 2020 3:49 PM
To: Haynie, Suzanne <shaynie@hunton.com>
Cc: Tiao, Paul M. <ptiao@hunton.com>; Foster, John <jefoster@fcps.edu>; Sethi, Gautam
<gsethi@fcps.edu>; Falconi, Robert M <rmfalconi@fcps.edu>
Subject: RE: FOIA Response: Oettinger (Malware)
 
Thank you Suzanne,
 
 
Jessica S. Navas
Management Technican-OCCR
 
From: Haynie, Suzanne <shaynie@hunton.com> 
Sent: Tuesday, December 8, 2020 2:15 PM
To: Navas, Jessica S. <JSNavas@fcps.edu>
Cc: ptiao@hunton.com; Foster, John <jefoster@fcps.edu>; Sethi, Gautam <gsethi@fcps.edu>;
Falconi, Robert M <rmfalconi@fcps.edu>
Subject: FW: FOIA Response: Oettinger (Malware)
 
Jess:
I have a meeting at 3 with one of the attorneys who has assisted with the ransomware investigation
to review the records containing Ms. Oettinger’s name.  In the meantime, I thought we could send
the following response to her:
 

Dear Ms. Oettinger:
We interpreted your prior request to mean that you were seeking to learn the types or
categories of information relating to you that were compromised in the recent ransomware
attack on FCPS’s technology systems.  In view of your follow-up message requesting
documentation, we will proceed to extract and provide you with copies of the information
that pertains to you.  I anticipate being in a position to do so by the end of the day on
Thursday, 12/10/2020.
 
Thank you,

 
Please call me on my cell if you wish to discuss this matter.
Suzanne
 







From: Falconi, Robert M
To: Navas, Jessica S.
Subject: RE: FOIA Response: Oettinger (Malware)
Date: Tuesday, December 8, 2020 3:50:27 PM

That’s fine, thanks.
 
Robert M. Falconi
Staff Attorney
Office of Division Counsel
Fairfax County Public Schools
8115 Gatehouse Road, Suite 5600
Falls Church, Virginia  22042
P: 571-423-1259
F: 571-423-1257
rmfalconi@fcps.edu
 
IMPORTANT CAUTION: This email contains confidential attorney-client privileged communications. It
is exempt from disclosure under the Virginia Freedom of Information Act (Va. Code § 2.2-3705.1(2)
(2017)) and may not be forwarded or disclosed to anyone outside FCPS without the prior approval of
Division Counsel. In addition, do not forward or disclose to anyone within FCPS, except employees
who need this information to carry out official FCPS business.  If you must disclose internally, please
caution the receiving employee about the importance of confidentiality.
 
Failure to follow these rules may waive the attorney-client privilege and jeopardize FCPS’s legal
position in pending disputes. If you need assistance responding to the public on the topic of this
email, please call Division Counsel, who can help you provide information without jeopardizing the
attorney-client privilege.
 

From: Navas, Jessica S. <JSNavas@fcps.edu> 
Sent: Tuesday, December 8, 2020 3:50 PM
To: Falconi, Robert M <rmfalconi@fcps.edu>
Subject: FW: FOIA Response: Oettinger (Malware)
 
Just making sure this response is okayed by you before I send it.
 
Thanks,
 
Jess
 
From: Haynie, Suzanne <shaynie@hunton.com> 
Sent: Tuesday, December 8, 2020 2:15 PM
To: Navas, Jessica S. <JSNavas@fcps.edu>
Cc: ptiao@hunton.com; Foster, John <jefoster@fcps.edu>; Sethi, Gautam <gsethi@fcps.edu>;
Falconi, Robert M <rmfalconi@fcps.edu>













From: Falconi, Robert M
To: Navas, Jessica S.
Subject: RE: FOIA Response: Oettinger (Malware)
Date: Tuesday, December 8, 2020 3:50:27 PM

That’s fine, thanks.
 
Robert M. Falconi
Staff Attorney
Office of Division Counsel
Fairfax County Public Schools
8115 Gatehouse Road, Suite 5600
Falls Church, Virginia  22042
P: 571-423-1259
F: 571-423-1257
rmfalconi@fcps.edu
 
IMPORTANT CAUTION: This email contains confidential attorney-client privileged communications. It
is exempt from disclosure under the Virginia Freedom of Information Act (Va. Code § 2.2-3705.1(2)
(2017)) and may not be forwarded or disclosed to anyone outside FCPS without the prior approval of
Division Counsel. In addition, do not forward or disclose to anyone within FCPS, except employees
who need this information to carry out official FCPS business.  If you must disclose internally, please
caution the receiving employee about the importance of confidentiality.
 
Failure to follow these rules may waive the attorney-client privilege and jeopardize FCPS’s legal
position in pending disputes. If you need assistance responding to the public on the topic of this
email, please call Division Counsel, who can help you provide information without jeopardizing the
attorney-client privilege.
 

From: Navas, Jessica S. <JSNavas@fcps.edu> 
Sent: Tuesday, December 8, 2020 3:50 PM
To: Falconi, Robert M <rmfalconi@fcps.edu>
Subject: FW: FOIA Response: Oettinger (Malware)
 
Just making sure this response is okayed by you before I send it.
 
Thanks,
 
Jess
 
From: Haynie, Suzanne <shaynie@hunton.com> 
Sent: Tuesday, December 8, 2020 2:15 PM
To: Navas, Jessica S. <JSNavas@fcps.edu>
Cc: ptiao@hunton.com; Foster, John <jefoster@fcps.edu>; Sethi, Gautam <gsethi@fcps.edu>;
Falconi, Robert M <rmfalconi@fcps.edu>







From: Navas, Jessica S.
To: Haynie, Suzanne
Subject: RE: FOIA Response: Oettinger (Malware)
Date: Thursday, December 10, 2020 11:57:00 AM

Great and thanks!

Jess

-----Original Message-----
From: Haynie, Suzanne <shaynie@hunton.com>
Sent: Thursday, December 10, 2020 11:57 AM
To: Navas, Jessica S. <JSNavas@fcps.edu>
Subject: Re: FOIA Response: Oettinger (Malware)

I haven’t forgotten!  I’m on a call now with Bob Falconi re: another FOIA.  I’ll be back in touch soon.

On Dec 10, 2020, at 11:53 AM, Navas, Jessica S. <JSNavas@fcps.edu> wrote:

Hi Suzanne,

Just checking in with this request.

Thanks!

Jess

From: Haynie, Suzanne <shaynie@hunton.com>
Sent: Tuesday, December 8, 2020 3:50 PM
To: Navas, Jessica S. <JSNavas@fcps.edu>
Subject: RE: FOIA Response: Oettinger (Malware)

My call was postponed until 4—I’ll be back in touch on this.  

From: Navas, Jessica S. <JSNavas@fcps.edu<mailto:JSNavas@fcps.edu>>
Sent: Tuesday, December 8, 2020 3:49 PM
To: Haynie, Suzanne <shaynie@hunton.com<mailto:shaynie@hunton.com>>
Cc: Tiao, Paul M. <ptiao@hunton.com<mailto:ptiao@hunton.com>>; Foster, John
<jefoster@fcps.edu<mailto:jefoster@fcps.edu>>; Sethi, Gautam <gsethi@fcps.edu<mailto:gsethi@fcps.edu>>;
Falconi, Robert M <rmfalconi@fcps.edu<mailto rmfalconi@fcps.edu>>
Subject: RE: FOIA Response: Oettinger (Malware)

Thank you Suzanne,

Jessica S. Navas
Management Technican-OCCR

From: Haynie, Suzanne <shaynie@hunton.com<mailto:shaynie@hunton.com>>
Sent: Tuesday, December 8, 2020 2:15 PM
To: Navas, Jessica S. <JSNavas@fcps.edu<mailto:JSNavas@fcps.edu>>
Cc: ptiao@hunton.com<mailto:ptiao@hunton.com>; Foster, John <jefoster@fcps.edu<mailto:jefoster@fcps.edu>>;
Sethi, Gautam <gsethi@fcps.edu<mailto:gsethi@fcps.edu>>; Falconi, Robert M
















